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Overview
The General Directorate of General Security in Lebanon “GDGS” is seeking proposals from qualified
partners experienced in providing, installing, configuring a privileged access management (PAM)

solution.

Purpose

The GDGS is looking to implement a privileged access management (PAM) solution. The selected
solution is expected to improve information security, assure responsible governance, provide visibility
and reduce operational costs associated with management of privileged accounts. The selected PAM
solution will be fully implemented and integrated with the GDGS technology systems by the vendor’s
authorized professional services team.

The RFP contains sufficient information and instructions to enable qualified bidders to prepare and

submit proposals and supporting material.

Current Environment

The GDGS is currently utilizing network and hardware equipment (not limited to) manufactured by
Cisco, VMware, HP, 3Par, Palo Alto Networks, Barracuda systems, NetBackup etc. throughout the
system. These systems include end user switches, core switches, routers, servers, SAN switches, VPN
gateways, firewalls, etc.

Currently, GDGS does not utilize a privileged access management solution.

Business Objective

In order to address reduce the involved information security risks and regulate the access to the
information technology assets, GDGS is looking to acquire a privileged access management solution.
By acquiring and implementing an effective and affordable privileged access management solution, the
GDGS intend to balance significant security risks associated with privileged access against requirements
for operational efficiencies. Therefore, the open-source solution will not be accepted.

By incorporating a minimally intrusive PAM solution into the information security operations, the
GDGS is expecting to improve visibility, compliance and governance eftorts and focus on what is most

important, improving the GDGS’s information security posture.

Solution Vision

To secure its critical digital assets, GDGS 1is seeking to acquire and implement secure, highly effective
and redundant privileged access management solution that offers privileged account discovery, controlled
and audited access, automation, reporting and alert capability for the privileged access related operations,

password/identity vault, session recording and full system event that can trigger notifications.
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This new PAM solution is expected to be agentless, capable to utilize Multi Factor Authentication (MFA)
and accommodates multiple operating system platforms. The solution will protect the current data center
hosts (physical and virtual), communication equipment (routers, switches, firewalls, etc.)
This new solution is expected to protect messages from unauthorized access, such as cyber-attackers
trying to infiltrate confidential messages sent within and outside our GDGS network.
The selected bidder is required to:
- Provide all necessary hardware with the latest models (Servers, Storage, PCs, Network appliances,
cabling ...) software and licenses (OS, ...) related to the solution.
- /3] Laptops for testing, monitoring and management (Refer to the section 13)
- Installation, configuration, testing and commission the PAM solution to fulfil the requirements
outlined this RFP
- Required to study the current hardware, software and network configurations (As-Is) for
successful implementation of the proposed solution.
- Setup and configure the solution in high availability Active-Standby or Active-Active load-
sharing based on the best practice and performance.
- Do aknowledge transfer and training.
- Submit proper documentation of the implemented solution included but not limited to:
o Inventory table
Licenses
Configuration guides

Operation procedures

o O O O

Configuration backups ...
In summary, the selected bidder will provide the installation, configuration, testing, migration, software
updates (if any), training, and support and integration services for the proposed solution. The vendor will

provide best practices for the optimal operation of their proposed solution.

Solution requirements

All work must be done under the supervision of a dedicated vendor’s most qualified certified networking
expert (utilizing the resources of other less qualified technical personnel when it’s necessary and/or
appropriate). The overall technical responsibility of the project is to be carried out by this
dedicated/certified network engineer.

All the employees who are granted access to the facility should have undergone security clearance

processes to ensure that such employees are trustworthy.
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Compliance Matrix

Features Requirements Comply (Y/N)
1- Installation Environment
1-1  The solution should be based on a virtual or physical appliance,

meeting the following specifications:

a) All components like OS, Database and any software must

come from single manufacturer.

b) No component must require any subcontracting company’s
involvement in building this solution components, solution

must come as whole

C) There should be no need to use third-party tools to complete
the solution, i.e., a single manufacturer should meet all the
needs of a PAM solution.

1-2

The appliance should have documented hardening procedures to
mitigate vulnerabilities inherent in hardware, the operating system,

and other components of the architecture.

1-3

The solution should support deployment in High Availability and
Disaster Recovery configurations without the need of moving the

database outside the solution.

1-4

The solution should be capable of automatic failover of all its features
in the event of a node failure in the cluster (in the case of Disaster
Recovery clustering), without the need of dependency of external
DB.

1-5

In the event of a failure of one of the servers in the high-availability
password vault cluster, each of the servers must handle all access

requests without any impact on performance or functionality.

1-6

The vault should not be accessible with cryptographic keys generated
by their respective suppliers and/or manufacturers under any

circumstances.

1-7

The solution's interface, when accessed via a web browser, must use
the HTTPS protocol.

1-8

Use restriction technology that includes the IP address of the host or

set of hosts from which access to the solution can originate.

1-9

The solution must allow compatibility with at least the following
standards: ISO 27001, SOC2 Type2 (in the case of SaaS), MITRE
CNA, LGPD, and SSDLC for implementing controls on access to

privileged credentials

46,0 23 i
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2- PAM management

2-1  All functions possessed by the solution must be provided by the same
manufacturer, without dependence on third-party tools or

adaptations.

2-2 The solution must be able to communicate with directory services
via LDAPS protocol

2-3  The solution must have a single interface for password and session
management and should not need a separate component for web

interface.

2-4  The solution must offer provisioning and management of all
privileged accounts, including accounts for the administration of
business applications, databases, and network devices, not limited to

server operating system accounts.

2-5  The solution must perform date and time synchronization via the
Network Time Protocol (NTP) or through the operating system's

date and time service.

2-6  The solution must provide security update mechanisms from single

source for OS, DB and another component

2-7  Have a unified configuration console for managing accounts and

assets aggregated in the password vault.

2-8  The solution must allow for the termination of all ongoing sessions,
the blocking of access to predefined devices, or the blocking of all

access for a specified period.

2-9  Allow real-time monitoring of account usage and session

termination.

2-10  The solution should have the ability to manage credentials located in

systems in multiple geographical locations or different domains.

2-11 The solution should not depend on the installation of agents to

perform password changes.

2-12  Provide secure, audited, fine-grained access control for sensitive
(privileged) accounts that enable authorized users to manage diverse
applications, communication devices and systems that currently

reside in GDGS data center

46,0 24 i
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3- Password management

3-1  The solution should allow parameterization of security policies and
password strength by the system administrator, including
alphanumeric, numeric, and special character sets. The selection of
permitted special characters should be customizable, with the option

to disallow repeated characters, generating random passwords.

3-2  Manage SSH keys and perform scans of Linux servers to identify and
publish SSH keys.

3-3  Automatically change passwords on a scheduled basis, either after

they have been released for use or when they expire.

3-4  Periodic consolidation of passwords to identify passwords that have

been changed in managed systems.

3-5 Ability to manage privileged passwords in applications and

integration with legacy systems

3-6  Present the "break glass" feature for emergency access to accounts,
allowing access to protected assets in emergency situations without
the need for prior approval for accounts that would require approval
under normal circumstances. In this case, approvers and/or
administrators must be immediately notified, providing the reason for

the emergency.

3-7  '"Discovery" functionality to search for new servers, network
elements, and databases, with the ability to automatically discover
accounts created on these new devices, including the ability to

discover SSL certificates.

3-8 The solution should allow the creation of password policies
hierarchically or in security levels, enabling the creation of difterent
passwords for groups of assets on difterent platforms or with difterent

criticality levels.

3-9  The solution should enable password policies that prevent
simultaneous viewing of credentials, sessions, and also configure
password expiration based on view and expiration date. It should also
be possible to choose specific days of the week and times when

credentials will expire.

3-10 The solution should manage privileged passwords for applications to

avoid situations where passwords are embedded in source code.

3-11 Checkout/Checkln of credentials: The solution should reset the

credential (password) in the environment in cases where the requester

views the password in credential checkout processes.

46,0 25 ks
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3-12  The solution should have the ability to automatically reconcile
credentials, meaning the solution should recognize when it has lost
control of the password and execute the change using another

credential to regain control over it.

4- Password rotation

4-1  Automatic password change for Servers not limited to (Unix, Linux,
Windows), Databases (MS SQL, ORACLE, MYSQL, PostgreSQL),
Web Applications, Network Devices, Mainframes.

4-2  To perform password changes, the solution must allow the
administrator to configure communication with third-party
applications and systems using various protocols, including at least
RPC, WinRM, SSH, REST HTTP/HTTPS API.

4-3  Password change execution routines should be customizable, so an
administrator can modify commands to be executed without having
to wait for a new update from the manufacturer in case there are

changes in the target system.

4-4  Automatically generated passwords by the password vault solution

must meet the following requirements:

a) Ability to determine the number of characters

b) Composed of numbers, uppercase letters, lowercase letters,
and special characters

C) Ability to predefine which special characters can be used

d) Random in such a way that it is unlikely to find two identical
passwords in an account's history

e) Not based on dictionary words

4-5  Automatic generation of passwords with strength/complexity
according to the rules of each technology and the company's Security

Policy.

4-6  Flexibility to configure the strength of the generated password.

4-7  Automatically change passwords on a scheduled basis, either after

they have been released for use or when they expire

4-8  Ability to manage privileged passwords in applications and integrate

with legacy systems.

4-9  Ability to perform password changes through automations that
interact with web pages, both for external and known systems, as well

as for internally developed systems by internal teams.

4-10 Password history storage per device

4-11 Recording of executed password changes.

460 26 iouis
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4-12  Tracking report of changes.

4-13  Error report for password changes.

4-14  Alerts for password change success or failure.

4-15 Ability to reconfigure/customize password change scripts or plugins
for cases that require specific parameters for password rotation.

4-16 Configuration of password change policies with scheduled or event-
driven scheduling, specifying parameters for password change
deadlines.

4-17 Provide password change templates that can be opened, edited, and
audited.

4-18 Traceability of Template Changes.

5- Authentication

5-1  The solution should allow transparent authentication on the target
system, with session initiation through the direct injection of
credentials.

5-2 The solution should allow multi-factor authentication (MFA)
without the need for external providers.

5-3  MFA should not be reliant on SMS.

5-4  The solution should allow integration with two-factor
authentication solutions, including time-based tokens and digital
certificates of types Al and A3.

5-5  The solution should be integrated with the user base with
administrative privileges of Microsoft Active Directory, TACACS,
and RADIUS for granting access to the platform and assigning access
profiles to system functionalities.

5-6  The solution should allow centralized authentication integrated with
the SAML protocol.

5-7  The solution should allow centralized authentication integrated with
the OpenlID protocol.

5-8  The solution should allow authentication via personal digital
certificates for users and administrators.

5-9  The solution should allow local authentication through usernames
and passwords.

5-10 The solution should allow centralized authentication integrated with
LDAP and LDAPS for MS AD with multiple Domain Controllers.

5-11 The solution should allow user authentication through multiple

factors (MFA) in an adaptive manner based on pre-defined IP ranges.

460 27 i
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6- User and Profile Management

6-1  User registration with at least name, email, and department

information.

6-2  Profile registration for users to implement Role-based Access
Control (RBAC).

6-3  Segregation of permissions and functions based on access

profiles/roles.

6-4  The solution must allow the creation of user groups.

6-5  Flexibility to create any new profiles/roles with various combinations
of permissions as needed by the business without vendor

intervention.

6-6  Automatic import of user accounts from Active Directory (AD).

6-7  Automatic import of wuser accounts from other LDAP

implementations, such as open LDAP.

6-8  Management of Groups and Access Profiles integrated with
AD/LDAP groups.

7- Access Control

7-1 The solution must be able to limit the execution of critical commands

by registered users.

7-2  The solution must be capable of providing external access without

the need for agent installation or the use of VPN.

7-3  The solution must enable the initiation and conduct of sessions
within the web browser itself, eliminating the need for external

clients like mstsc.exe and putty.exe.

7-4  The solution must have configurable session timeout due to inactivity

by the system administrator.

7-5  The solution must support session disconnection due to activity or

improper use of pre-registered commands in the system.

7-6  Control of commands with alerts, session interruption, or just

execution recording - Based on blacklist or whitelist.

7-7  Provide capability to restrict commands for certain user, group of
users, roles, profiles during SSH and Database proxy session and

utilize multi factor authentication for highly sensitive commands

7-8  Search for specific commands executed by the user through the

command line in logs or recorded sessions.

7-9  Configuration of immediate alerts when specific commands are

executed by privileged users.

7-10  Scoring of commands according to the risk level of each command.

46,0 28 iouis
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7-11  The solution must allow integration with Incident Management
(ITSM) tools to validate open tickets during the access approval

process.

7-12  The solution must allow simultaneous access to privileged accounts

by two or more users.

7-13  The solution must enable the granting of access to difterent
credentials for different users, even if they are used to access the same

device.

7-14 The solution must enable segregation of access to credentials and

devices based on tags.

7-15  The solution must provide functionality to revoke all remote sessions

of a registered user immediately.

7-16  Simultaneous accesses to credentials, passwords, and devices must not

compromise traceability.

8- Asset registration

8-1  The solution must allow equipment registration through, at least:

a) Manual registration;
b) Batch registration via spreadsheet
C) Device Discovery/Scan.

8-2  The solution must allow the registration of new values for attributes
that define the device, such as Manufacturer, Model, Device Type,

etc.

8-3  The solution must enable the association of tags with devices so that

access segregation and report generation can be better organized.

9- Personal Vault

9-1  The solution must be able to store personal passwords for applications

and online services.

9-2 The solution must be able to store documents and files.

9-3 The solution must be able to store text-based notes.

9-4  The solution must have a log of access to privileged information.

9-5  The solution must have the capability to share information with other

users.

10- Approval Flows

10-1  The solution must be flexible in the approval process for access to

privileged accounts (pre-approved access, single-approval access, and

multi-level approval access).
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10-2  The solution must allow the configuration of difterentiated approval
workflows based on criticality and characteristics of the account, such

as privileged accounts and accounts used by third parties.

10-3  The solution must allow the approver to change the requested user's

access period.

10-4 If an access request is approved, the session and granted privilege

should automatically expire at the end of the authorized period.

10-5 Access to the request and approval workflow must be possible

remotely and securely.

10-6  Notity responsible parties for credentials via email or SMS about new

access approval requests.

10-7  The solution must provide a field for entering an identifier number

tor the demand or change to which the access will be associated.

10-8 The solution must provide an interface for users and auditors, offering
flexible access control mechanisms to create customized views/groups

of managed devices and privileged accounts.

10-9 The solution must provide an emergency access mechanism to

retrieve passwords stored in the solution.

10-10  Activation of emergency access must notify the approvers via email

or through the tool's interface.

11-  Session Management and Recording

11-1  The solution should allow the management and monitoring of
sessions established via the following protocols: HTTP, HTTPS,
SSH, and RDP, whether through a web browser or external client.

11-2  Real-time monitoring of activities or sessions of privileged users

should be available through a centralized interface (Dashboard).

11-3  The solution must ensure the monitoring of activities performed with
privileged access accounts obtained in emergency situations ("break-

glass").

11-4 The solution should include session recording functionality for

privileged users.

11-5 Session recording should support continuous video recording of the

entire session.

11-6  Session recording should capture mouse and keyboard interactions

during the session.
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The solution should support the recording of sessions for
simultaneous users, with the maximum number of sessions
determined by the hardware used for the solution, not limited by

software

11-8

Session recordings should be stored in encrypted format.

11-9

The solution should allow the management and monitoring of
privileged sessions to web portals accessed via web browsers, such as
cloud consoles, web interfaces of network assets, and even corporate

social networks.

11-10  The solution should not require the installation of agents for session
recording.

11-11 Recording of typed commands in RDP and SSH environments
should be supported.

11-12  The solution should offer the option to watch the video of a session
directly within the solution, without the need for conversion to video
format or downloading.

11-13  Exporting sessions in video format should be possible.

11-14  Search for session logs by user, target system, source IP, date, and
time.

11-15  Search for typed commands and keyboard inputs in SSH sessions

11-16  Search for commands and keyboard inputs in CMD and PowerShell
executed in RDP sessions.

11-17  Optical Character Recognition (OCR) technology should be used
for indexing text found in session recordings.

11-18  Storage and query of logs should provide at least the following
information:

a) Identification of the user who accessed a device.
b) Identification of who approved the user's access.
C) Date and time of the access.

11-19  Allow real-time monitoring of remote sessions by administrators and
remote session termination.

11-20  The solution should allow the configuration of an approval workflow
for password queries and session initiation.

11-21  The solution should allow configuration for revalidation of the
second authentication factor when starting a session.

11-22  Automated and immediate release or revocation of all accesses for a

specific credential.
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11-23 The solution must be able to control the execution of critical

commands through at least a "blacklist."

11-24  Ability to block specific commands, with an option to terminate the

session if the user executes an improper command.

11-25 Search for specific commands executed by the user through the

command line in logs or recorded sessions.

11-26  Configuration of immediate alerts when certain commands are

executed by privileged users.

12— Notifications & Alerts

12-1 Notifications or alerts issued by the solution must be customizable.

12-2  Automatic export of logs in at least one of the following formats:

CEF, Syslog, sensage

12-3  The solution must be capable of notifying, via email, new access

requests to the responsible individuals for approval.

12-4  The solution must be capable of notifying the access requester, via

email, whether the access requests have been approved or not.

12-5 The solution must be able to approve or reject access request directly

from email rather than login to PAM UI

12-6  Notifications must be parameterizable so that the solution

administrator can individually enable/disable them.

13- Reports and Dashboards

13-1 The solution must allow the modules for session visualization and
report generation to display the number of located records and results

pagination for each conducted search.

13-2  The solution must allow the generation of reports for all users

registered in the application, including their respective roles.

13-3  The solution must allow the generation of reports for privileged user

accounts monitored by the tool.

13-4 The solution must have mechanisms for generating reports regarding
privileged accounts, such as lists of assets and their managed accounts,
access requests for privileged accounts submitted for approval,
approved or rejected requests, and the usage history of privileged

accounts.

13-5 Reports must be exportable, at a minimum, in the following
formats: PDF, HTML. CSV (Excel)

13-6 The solution must log administrative activities, such as policy

modifications and account changes.
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13-7 Operation reports with lists of users, equipment, and registered

credentials.

13-8 PCI Compliance reports.

13-9 Reports of events involving credentials, such as password changes and

backups.

13-10  Audit trail reports, containing configuration changes made by users.

13-11  Reports of issued alerts.

13-12  General usage dashboards for the tool, containing charts presenting
information related to at least registered users and managed

credentials.

13-13  Session utilization dashboard.

13-14 Real-time threat dashboard.

13-15 The solution must control access to reports based on permissions

configured in the solution.

13-16  The solution must present reports containing lists and sorting filters

so that users can access detailed information and resources as desired.

13-17  Ability to generate reports based on logs and export them to ".csv"

format files.

14-

Logs and Audit

14-1 The solution must allow integration with SIEM (Security
Information and Event Management) tools according to industry

standards

14-2  The solution must enable tracking of all actions performed on
managed systems through privileged accounts, at least through video

recordings.

14-3  The system must log all executed activities and provide audit data to

users with the appropriate profile, such as an Auditor profile.

14-4  The solution must alert the user that the session is being recorded and

allow the alert banner to be customized by the solution administrator.

14-5 The solution must provide a mechanism for searching recorded access

sessions on assets.

14-6 The solution must allow searching for specific commands executed
by the user in SSH and RDP sessions.

14-7 The recording mechanism must be provided and developed as an
integral part of the solution, and programs from other manufacturers

that are not the developer of the proposed solution will not be

accepted.
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14-8 The solution must be able to store session videos in a secure,
encrypted repository protected against any changes that compromise

the integrity of this evidence.

14-9 The solution must compress recorded videos. Additionally,
techniques to reduce the frame rate of recording during periods of
inactivity in the session should be used to optimize the disk space

occupied by these files.

14-10 The solution must be able to record the user's session in video format,

regardless of the method of access.

14-11 The solution must control access to recorded sessions, both in terms

of permission and by logging who accessed them.

14-12  The solution must support searching for commands executed during
recorded and stored sessions, pointing to a timestamp of when they

were executed.

14-13  Automatic or manual expiration and purging of recordings.

14-14  The solution must allow downloading session recordings for external
storage when necessary. These videos must be exported in a non-

proprietary format so that they can be played back in external players.

14-15 Provide an interface with a customized view for auditors, containing

devices and credentials managed by the solution.

15- Integrations and Compatibility

15-1  Enable, through scripting, the creation of new connectors based on

SSH and RDP access to support new asset authentication interfaces.

15-2  The solution must support access via mobile devices such as tablets

and smartphones.

15-3  The solution must support the following types of accounts for
password changing out-of-the-box:

o Active Directory (All Accounts)

o Windows Applications: Service Accounts and IIS App Pools

o Windows Local User & Administrative Accounts (Windows
Server 2012 or higher)

o Linux Local User & Administrative Accounts (Any
Distribution)

o Unix Local User & Administrative Accounts (Any
Distribution)

o Network and Security Systems Accounts (Cisco, Barracuda,

FortiGate, Palo Alto, SAN switches ...)
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o Hypervisors (Hyper-V, VMware, etc.)

o Out-of-Band Management Systems (3Par, HP ILO, Store
Once, Veritas NetBackup, Orion SolarWinds ...)

o SSH Keys & Dependencies w/ and w/o Passwords

o Database Accounts (ODBC, MySQL, MS SQL, IBM, SAP,
Oracle, PostgreSQL, etc.)

o VMWare ESX/ESXi1 Accounts

o LDAP Accounts (Open LDAP, Oracle Directory Server EE,

etc.)

15-4 An SDK (Software Development Kit) or API (Application
Programming Interface) must be made available that can be
configured to allow client applications to:

a)  Request credentials and devices
b)  Register and modify credentials and devices

c¢)  Request SSH keys

16— Encryption and Backup

16-1 Enable the use of database encryption used by the solution to store
the credentials managed by it, and must also be compatible with at
least one of the following encryption methods and standards:

a)  AES with 256-bit keys
b)  FIPS 140-2
c)  PKCS#11 or higher hardware encryption using HSM devices

duly approved by the manufacturer for the offered solution.

16-2  The solution should not transmit sensitive data in plain text.

16-3 Allow backup and recovery of its database, as well as established
software configurations, with the following capabilities:

a)  Allow backup and encryption tasks to be performed without

the need for third-party agents, thus providing the highest

possible level of security and data integrity to be copied.

16-4 The solution should provide a way to recover the encryption key
used in backups so that, in the event of a disaster, it is possible to
recover strategic credentials without the need to restore the PAM

environment.
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16-5 In the process of recovering the backup encryption key, it must be
possible to configure solution administrative users who will be
responsible for portions of this key. Thus, during a disaster recovery,
a predefined number of administrators must be present to recover the
key. It is essential that this key not be in the possession of a single

individual.

16-6  The solution must maintain the persistence of all reports and historical
files without the need for backup restoration for at least 90 (ninety)

days.

16-7  The solution must allow backup retention of application reports and

logs for at least 2 (two) years.

16-8 The solution must allow backup retention of session recordings for at

least 1 (one) year.

16-9 The backup file should not contain any clear text account and

password information.

17-  Behavior Analysis

17-1  User session analysis based on behavior history. Minimum analysis of
variables including source stations, destination stations, credentials,

timestamps, and session duration

17-2 Identification of differentiated behavior with abnormality alerts in

on-screen reports.

17-3  User session analysis with scoring for critical commands and

abnormality alerts in on-screen reports.

17-4  Graphical dashboards with information about risks and threats.

17-5 The solution must have an assessment based on a score to evaluate

suspicious, critical, and unusual system accesses

17-6  The solution must have evaluation criteria for at least the following
access characteristics:
a)  Access to an unusual device
b)  Access from an unusual source
¢)  Unusual session duration

d)  Access at an unusual time.

17-7  The solution must be capable of blocking users and sessions that meet
the following access characteristics:
a)  Access to an unusual device
b)  Access from an unusual source
¢)  Unusual session duration

d)  Access at an unusual time.
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17-8 The solution must have a report that centralizes all information about
blocked commands that had attempted execution.

17-9  Unusual event detections must be performed by the PAM solution.
Detection of unusual behavior should not depend on an external
solution.

18-  Privileged Task Automation

18-1 Execute predefined scripts on multiple devices simultaneously.

18-2  Perform tasks on managed devices using at least the following
protocols:

a)  SSH

by RPC

¢)  WinRM
d) LDAPS

18-3 Allow automation of interactions with web pages as tasks for testing
or other purposes.

18-4 Implement workflow approval for task execution, including
multilevel approval with a minimum of 3 levels.

18-5 Create variables for execution, defining variable names and values.
For example, when registering a script: echo 'VARIABLE', the
execution will be echo 'value of the variable'.

18-6  Provide reports with a history of executions, indicating which script
was executed, on which devices, whether there were errors, and who
made the request

18-7  Schedule task execution for a specified time.

19-  Credential Discovery
19-1 Capability to discover devices and credentials in at least the
following environments:
a)  Linux/Unix, Windows, and VM Ware servers
b)  Oracle, SQL, and MySQL databases
c¢)  Network devices such as firewalls, routers, switches, and load
balancers
d)  Workstations
19-2  Ability to perform discovery in domains, finding devices and

credentials in Active Directory.

460 37 i




Sl padsizad Iy Slsgll SlmNo2lly Jpog)l 5)15] oLl

19-3

Conduct certificate discovery in the following environments at a
minimum:

ay IS

b)  Directories (Linux and Windows)

c)  HTTPS certificates

d)  Certificates issued by Microsoft CA;

19-4

Perform discovery of Windows service accounts and identify which

devices are using the account.

19-5

Provide a dashboard or report listing the progress of discovery

executions, including progress bars.

19-6

Ability to perform continuous scanning on devices, providing
information about suspicious or unauthorized accesses. For example,
detecting access to a device with credentials not registered in the vault

or access bypassing the PAM solution.

19-7

Capability to discover, store, and automatically manage SSH keys on

Linux systems.

19-8

Enable continuous discovery, allowing scheduling for re-execution
of discovery on specific days and times, including the selection of

periods and days for execution.

20- User Experience

20-1

The solution must provide a single-pane of glass interface for all
access and configurations for all functions, e.g., administration,
auditing, reporting, vaulting, access policies, privileged sessions,

discovery, and API.

20-2

The solution must not require browsers plugins (Flash, Java, etc.) for
any function of accessing, initiating, reviewing, administration, or

management.

20-3

The proposed solution's user experience must be the same for all users
but only be restricted by roles and permissions to streamline training

and adoption.

20-4

The proposed solution's administration and user experience must be

ntuitive,

The licensing should include 50 users for five years subscription
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10-

11-

12-

Training

Provide certified advanced training on the product architecture, functionality and the solution
design for /3/ Admin

e The training shall cover all the aspects of the proposed solution.

e All training courses must be official certified trainings in a certified training center.

e Provide hands-on training to the GDGS personnel on the implemented solution.

Documentation

e Supplier shall submit complete implementation and operations documentation that shall reflect
all the set up and configuration of the implementation performed in GDGS.

e Provide a list of electronic and printed documentation (English) provided for installation,
operation, use, and administration of the whole solution (Soft and hard copies). The soft copy
must be in “.docx” format and contains all the configuration files and Visio drawings in “.vsd”
format

Support

e Vendor maintenance that includes local support 24/7 for five years.

e All the licenses include software subscription support essential to keep business-critical
applications available, highly secure, and operating at peak performance. This support shall cover
phone calls, emails and vendor support for the full term of the purchased software subscription

e Software updates and major upgrades to keep applications performing at their best, with the most
current features.

[ ]

The supplier shall offer Labor support and on site for the full term of the purchased subscription.

General Requirements

The supplier should be a certified Partner for the proposed solution with gold level or above.
The supplier shall submit a valid certification document.
The Supplier should provide at least one similar reference located in Lebanon.
The Supplier should provide:
» A detailed implementation plan documentation

=  UAT (User Acceptance Testing) document

Staffing & Team Experience

e Provider is requested to provide details on the implementation and support team:

- Number and details of the team Certifications (Minimum 2)

- Level of expertise.
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13-  Laptops (Q=3)

Technical Specifications

* Processor: Ultra Intel Core™ 17 (10 cores)

*  Memory: Min/16/ GB DDR5-4800

¢ Hard Drive: 1TB NVME SSD

e Graphics: NVIDIA GeForce 40 series graphics

* Display: 16" Touch FHD+(1920x1200) IPS 300 nits
e Sound: Integrated Audio

e Camera: Built-in FHD Webcam

e Battery: Up to 8 hours; support super rapid Charge
* Networking: RJ45 Gigabit Ethernet port

*  Wireless: Wi-Fi 6 (802.11 ax) Bluetooth 5.1

¢« J/O Ports:

2 USB Type-A 2.0
USB Type-C (10 Gbps; Display port 1.4/140W power delivery)
2 USB Type-C 3.2 Gen 2 (10Gbps)
Front 1 headphone/ microphone combo
1 HDMI 2.1
o Shutter Button
e Keyboard: Arabic/English Professional Keyboard
¢ Operating system:

Windows 11 Pro for business (License must be included)
Latest Microsoft Oftice Pro
¢ Accessories:
/1] external wireless mouse, original case
External SSD (8TB) for backup

*  Warranty: 1-year, on-site, parts and labor
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